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In a Nutshell

In this leaflet, we address three kinds of harmful
e-mail:

m Spam is unsolicited e-mail containing junk
advertisements or other useless content. Its
primary harm is the time spent handling it.

m Phishing e-mail is an attempt to lure you into
disclosing sensitive information, such as your
KIT account access data.

m E-mail containing malware either as an at-
tachment or as a link.

If You Are Receiving Spam

m You may simply ignore spam e-mail. The less
time you spend on it, the better.

® You may also report spam e-mail to the SCC.
By doing so, you help improve the central
spam filters. Please refer to the spam report-
ing program for more information:
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https://www.scc.kit.edu/sl/spam_en

If Spam is Being Sent in Your Name

You are receiving a lot of refusal notices that
look like spam is being sent via your KIT account?
Fortunately, this is usually not the case: To slip
through spam filters, attackers fake the return
address of the spam they send. For this, they use
real, existing addresses. As with physical mail,
this is impossible to prevent.

Usually, such a wave of refusal notices will only
last for a few hours—you just need to have a
little patience and wait it out.

How to Protect Yourself

m Keep your operating system and applications
up to date. Make sure to apply all security
patches as soon as they are available.
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https://www.scc.kit.edu/sl/patch_en

m Disable the execution of macros in office doc-
uments.

m Make sure your virus protection is adequate.
The KIT offers an antivirus solution:

OFfeA0

]

https://www.scc.kit.edu/sl/antivir_en

How to Tell if an Attack Has Been Successful

m Did you disclose your password via e-mail or
on a web site?

m Did you open an e-mail attachment that you
now have second thoughts about?

m Did you click on a link that lead to differ-
ent content than you expected, unexpectedly
asked for your credentials, or asked you to
download something?

These are possible indicators of an attack. If in
doubt, contact your IT officer (ITB). In case of
concrete suspicion, please also contact the KIT-
CERT which assists you in dealing with IT security
incidents.
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ITCERT

Contact

Karlsruhe Institute of Technology (KIT)
The IT Security Officer
Andreas Lorenz

Campus North:  Building 441, room 222
Campus South:  Building 20.21, room 306

Phone (CN): +49721608-24500
Phone (CS): +49721608-46637
E-mail: itsb@kit.edu

www.itsb.kit.edu

KIT Computer Emergency Response Team (KIT-CERT)

Phone: +49721608-45678

Fax: +49 721608-9-45678

E-mail: cert@kit.edu

Jabber: security@conference.kit.edu

Web chat:  https://security-chat.cert.kit.edu

www.cert.kit.edu
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